
DIGITAL EVIDENCE



Services Provided

• Digital media (computers, cellular devices, memory 
devices).

• Onsite imaging capabilities.

• Assistance with search warrants/subpoenas for digital 
evidence.

• Expert Witness court testimony.

• Unmanned Aerial Vehicles (UAVs) “Drones”.

• Video/audio enhancement.

• We don’t make changes, just make it clearer

*Remember: a warrant or 4th amendment waiver is needed to access information 
on items*



Approved Packaging

• Inner Packaging:

• Faraday box or Faraday bag (not the same as anti-static bag)

• Three layers of aluminum foil

• Outer packaging:

• Evidence envelope

• Arson evidence friction lid can

• Brown Paper Wrapping 

• Cardboard Box

• Anti-static bag



Proper Seal

• All items should have a proper seal. 

• Use tamper-evident tape on any non-manufactured seal.

• Write your initials and date on the tape. 

• Any heat-seal must be initialed, too.



Item Types

• Computer/Memory

• Not powered on, not seeking a wireless signal.

• Examples: Laptop, tower, DVR, game consoles, SIM card (NOT inserted in a 
cellular device).

• Cellular Device

• Has the capability to access an active wireless network signal. 

• Working Copy 

• Memory modules 

• Examples: “Thumb” drive, “flash” media.

• Contain a copy of audio/video requiring enhancement.



Computer/Memory Evidence

• Laptops – power sources removed (ship with it, but not attached to it)

• No more “hard stops” – do NOT unplug power cord or hold down the power button!
• Encryption – if the computer is turned off, it may initiate a program that encrypts all 

information on the computer.

• Contact the lab first! Don’t immediately turn it off!

• Towers, etc. – Shipped without power and in an “off” state. 

• No peripheral devices (no monitors, keyboards, etc.)

• Contained in shielded anti-static bag, cardboard box, brown paper.

• Tamper evident seal with initials.

• Complete chain of custody.

  



Cellular Devices

• If device is powered off, leave it off

• If device is on, leave on, but remove it from network signal.

• BEFORE sealing evidence in approved outer container: 

• Wrap in at least 3 layers of tin/aluminum foil to block network signals

• Wrap the battery and connecting cable in aluminum foil, too!

• Or place items in a faraday bag inside the evidence envelope.



Cellular Devices
• After wrapped in foil or in Faraday bag – then place in evidence envelope or approved 

outer container.

• After the exam, the digital team will remove the Faraday bag from the outer packaging and 
return it to you. 

• Place tamper evident tape and initials.

• Complete chain of custody.

• Note on submission form if device was on/off.

• If it is a pressing or serious case – contact the MER lab to get advice on connecting to a 
battery during transport to lab.

• Supply the PIN code or swipe pattern, etc. if you have it. 



Reminders 
• Items should be Prelogged.

• Sealed, appropriate packaging.

• Select any additional forensic work you need in Prelog (do you need latent prints or biology?)

• Include copies of report and any legal paperwork (ex: warrant or consent).

• These should be outside of the evidence packaging. 

• Affidavits/reports or a brief case synopsis.

• Provide court dates and discovery deadlines if available



Submission
https://isp.idaho.gov/wp-content/uploads/Forensics/Evidence/Where-to-submit-evidence.pdf 

• Submit to the MER laboratory.

• Digital Evidence should be processed first, then additional analysis such as biology 
or latent prints. 
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Questions?

• Still have questions? Didn’t see the type of evidence you have? 

• Call us! We’re happy to help! 

• MER lab – 208-884-7170

• CDA lab - 208-209-8700

• POC lab – 208-239-9900

• Our analytical methods are also posted on our webpage for each discipline.
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